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################################ START OF FIRST CHANGE################################# 

6.6.2
Security Requirements

The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the distribution of the keys used to protect the discovery message, the following requirements apply:

-
The keys shall be protected in integrity and confidentiality during their distribution.

-
Only authorized Public Safety ProSe-enabled UEs shall receive the keys. 

-
It shall be possible for the Public Safety ProSe-enabled UE to authenticate the network entity distributing the keys. 

-
It shall be possible for the Public Safety ProSe-enabled UE to store shared keys for past and future cryptoperiods.

-
Authorized Public Safety Prose-enabled UEs shall securely store the shared keys.For the discovery messages over the PC5 interface, the following security requirements apply:

-
The system shall support a method to mitigate the replay attack, source authenticity verification and integrity protection of public safety discovery messages.

-
The system should provide a means of minimising the possibility of tracking of UEs based on the content of their discovery messages over time.

-
The system shall support the confidentiality of information added to the messages.
#################################### END OF FIRST CHANGE###############################
################################ START OF SECON CHANGE###############################
6.6.4.2.2
Key Request and Key Response messages

The purpose of these messages is for the UE to request the PSDK from the ProSe Key Management Function. The UE knows from which ProSe Key Management Function(s) to get the needed PSDK(S), as the FQDN of the PKMF are either pre-provisioned or provided by the ProSe Function. 
The UE shall not release the PDN connection used to receive MIKEY messages containing PSDKs until the UE has informed each ProSe Key Management Function that it no longer requires PSDK(s). This is to ensure that the ProSe Key Management Function is aware of the correct UE IP address for the purpose of performing PSDK deliveries as specified in clause 6.6.4.2.3. 

If the UE detects that a PDN connection, which is used for receiving PSDKs is released by the network, the UE should try to send a new Key Request to inform the ProSe Key Management Function of its new IP address. This is to ensure that the ProSe Key Management Function becomes aware of the new UE IP address for the purpose of performing PSDK deliveries. Any new IP address should override any existing ones of the UE at the ProSe Key Management Function.
When sending a Key Request for a PSDK, the UE shall include all the relevant details of all types of keys that the UE is expecting to receive form the PKMF, e.g. any PGKs for one-to-many ProSe communication.
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Figure 6.6.4.2.2-1: Key Request/Response message 
The protection for the Key Request and Key Response message is described in subclause 6.6.6.

When sending a Key Request message to request the ProSe Key Management Function to send PSDKs or to change the Relay Service Codes or Group Discovery IDs for which it wants to receive keys, the UE shall include the following information; 
-
The UE’s public safety discovery security capabilities, which indicate whether the UE supports scrambling or not;
-
List of Relay Service Codes and Discovery Group IDs for which the UE would like to receive keys; 

-
For each Relay Service Code or Discovery Group ID, the PSDK ID of any keys for those discovery that the UE holds. If the UE holds no keys for this discovery, then it sends an all zero PSDK ID;

-
List of Relay Service Codes and Discovery Group IDs for which the UE would like to stop receiving keys.

The ProSe Key Management Function shall check that the UE is authorised to receive keys for the requested discoveries. This is done by using the UE identity that is bound to the keys that established the TLS tunnel in which the message is sent. If the UE isn’t then the ProSe Key Management Function responds with the appropriate error. The ProSe Key Management Function shall also check UE’s public safety discovery security capabilities to find out whether UE supports scrambling or not, and responds with an appropriate error if not. The ProSe Key Management Function shall update the stored set of the discoveries for which the UE will be sent keys.

The ProSe Key Management Function responds to the UE with a Key Response message that includes the following parameters:

-
List of the Relay Service Codes and Discovery Group IDs that were included in the Key Request message; 

-
For each discovery (relay or group member) that keys will be supplied for, the security meta-data that should be used to indicate how to protect the discovery message and the Key Type ID for the discovery; and

-
for each of the other groups, a status code to indicate why keys will not be supplied for that group.

-
An optional PMK and PMK Identity. 
-
CURRENT_TIME and MAX_OFFSET.

For the groups that the UE will get keys for, the UE shall store the received information associated with that discovery. If a PMK and PMK identity are included, the UE shall store these and delete any previously stored ones for this ProSe Key Management Function. The security meta-data inform the UE whether it needs to apply scrambling, message specific confidentiality and/or MIC checking (see subclause 6.1.3.4.3). If message-specific confidentiality is needed, then the security meta-data includes the Encrypted_bit_mask. 
The UE uses CURRENT_TIME and MAX_OFFSET in the same way as from Open Discovery: the UE may start announcing only if the UTC-based counter provided by the system associated with the discovery slot is within the MAX_OFFSET of the announcing UE's ProSe clock. The UE’s ProSe clock is (re)set based on the provided CURRENT_TIME.

The ProSe Key Management Function shall initiate the PGK delivery procedures for the keys that are needed by the UE.

#################################### END OF SECOND CHANGE#############################
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